
SCHEME OF COURSE WORK 
 

Course Details: 

 

Course Title : Operating Systems Internals 

Course Code :13CS2204 L    T    P    C :4 0 0 3 

Program: : M.Tech. 

Specialization:  : Cyber Security 

Semester :Ist Semester 

Prerequisites : Operating systems, Computer Networks. 

Courses to which it is a prerequisite : Unix O.S, Ethical Hacking. 

 

Course Outcomes (COs): 

 

1 UINIX O.S. Architecture and internals of Unix O.S 

2 System calls which explore networking and security Applications. 
3 Process and inner mechanism with processes security issues in operating system. 

 

4 Inter process communication mechanism in windows O.S. 
5 Android mobiles inner process system. 

 

Program Outcomes (POs): 

 

A graduate of  Cyber Security Specializationwill be able to 
1 Understand what are the common threats faced today. 

 

2 The foundational theory behind Cyber security 

3 The basic principles and techniques when designing a secure system,  
 

4 How to think adversarial, how today's attacks and defenses work in practice, how to assess threats for their significance, and 

how to gauge the protections and limitations provided by today's technology 

 

5 The basic principles and techniques in ethical hacking and overcome various hackers 

6 Learn various  security methodologies to enhance the security of web.  

7 Basic principles of cyber laws and security policies 

8 Various scripting languages to develop programs for security mechanisms.  

9 Various tools and methodologies to analyze the various cyber crimes 

10 Secure protocols inner mechanisms and their practical implementation 

11 Various  Forensic technologies and methodologies for  security measurements analyzation. 

12 .Intrusion detection techniques and image model security aspects  in Android application developments. 

 

Course Outcome versus Program Outcomes: 

 
 

COs PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 

CO-1   S   S       

CO-2 M M S       S  M 

CO-3   M       S  M 

CO-4  S  S         

CO-5            S 

 

S - Strongly correlated, M - Moderately correlated, Blank - No correlation 



 

 

Assessment Methods: Assignment / Quiz / Seminar / Case Study / Mid-Test / End Exam 
 

Teaching-Learning and Evaluation 
 

Week  TOPIC / CONTENTS  Course 
Outcomes  

Sample questions TEACHING -
LEARNING 
STRATEGY 

Assessment  
Method & 
Schedule  

1 Introduction  to  Kernel  -  Architecture  
of  the  UNIX  operating  system,  
System  concepts,  Data structures. 

CO-1 1.EXplain architecture of Unix. 
2.Describe the various 
responsibility of kernel and shell  

Ğ Lecture 
Ğ Demonstration 

Assignment  
(Week 3 - 4) 

2 Buffer  Cache:  Buffer  header,  
Structure  of  Buffer  pool,  Reading  
and  writing  disk blocks.  Files 
INODES, Structure of a regular file, 
Directories, Super block, Inode 
assignment. 

CO-1  1.Draw the block diagram for 
inodes and explain each unit with 
kernel relevance. 
2.Explain about Buffer cache. 

Ğ Lecture / Discussion 
Ğ Programs 

implentation 

Mid-Test 1 
(Week 9) 

3 System  calls  -  OPEN,  Read,  Close,  

Write,  Create,  CHMOD,  CHOWN,  

Pipes,  Mounting  and Unmounting  

 

CO-2 1.Write a program to create three 
directories with user defined 
permissions in various sub  
directories. 
2. write system call program for 
status of file  

Ğ Lecture 
Ğ Programs 

implementation 

Seminar 
(Week 3 - 6) 

4 Process - Layout the system memory, 
Context, Process control, process 
creation 

CO-3,CO-4 1.Define process and explain the 
process creation with example 
program. 
 

Ğ Lecture / Discussion 
   Programs   
   implentation 

  
 

5 signals, Process scheduling, time, 
clock. 

CO-3 1.Write the differences between 
Sigchild and Sigabort with 
example program 
2.explain about I/O multiplexing.  
 

Ğ Lecture / Discussion 
    Programs  
    implentation 

 

6 .  Inter-Process Communications - 

Process tracing, System V IPC, Shared 

Memory, Semaphores.  

CO-3,CO-4 1.Explain various inter-process 
mechanism methods with 
advantages and disadvantages 
2.write about client server 
program shared memory. 

Ğ Lecture / Discussion 
    Programs  
    implentation 

 

7 Network Communications  -  Socket  
programming:  Sockets,  descriptors 

C0-4 1.Write a socket program for 
data transfer between two 
systems.  
2. write about these terms. 
Canonical name, 
  AF_INET,  
AF_INET6,AAA,STREAM, 
SOCK_DATAGRAM. 
 

Ğ Lecture 
Programs 
implementation 

 

8 Connections,  Socket elements, 

Stream and Datagram Sockets.   

 

CO-4 1.Explain various socket elements 
and streams with System calls 
and write a program to 
implement sockets. 
 

Ğ Lecture 
Programs 
implementation 

 

9 Mid -Test  1 CO-1,CO-2, 
CO-3,CO-4 

1.a)Explain architecture of Unix. 
    b)Write a pipe command with 
example using minimum 5 
commands 
2.Explain about  System            
calls with any three examples 

3.a)write about shared 
memory with example 
program. 

  



    b)write about 
semaphores with 
example. 
4.a)write a difference between  
stream and datagram. 
    b)Explain three way 
handshaking in socket 

5. Write a UDP socket program 

for ñwe are cyber securityòdata 
transfer between two systems.  

10 Windows  Operating  system  -  
versions,  Concepts  and  tools,  
Windows  internals,  System 
Architecture, Requirements and 
design goals, 

CO-3 1.Explain thw windows 
architecture with neat sketch.  

Ğ Lecture 
Ğ Discussion 

 

Mid-Test 2 
(Week 18) 

11  Operating system model, Architecture 

overview.Key system components. 

CO-3 1.Write down the description 
about the Windows system 
components . 

Ğ Lecture 
Ğ Discussion 
 

Seminar 
(Week 10 - 
15) 

12 System mechanisms  -  Trap  
dispatching,  object  manager, 
Synchronization, System worker 
threads. 

CO-3 1.What is a thread in windows 
os.and write a program for 
creating or destroying a thread  

Ğ Lecture 
Ğ Discussion 
 

 

13 Windows global flags, Local 

procedural calls, Kernel event tracing.   

 

CO-3 1.Define flag and event Tracing 
with  example 

Ğ Lecture 
Ğ Discussion 
 

 

14 what is android, basic building blocks 
ς activities, services, broadcast 
receivers & content 

CO-5 1.explain the architecture of an 
Android 

Ğ Lecture 
Demonstration 

 

15 ui components- views & notifications, 
components for communication 

CO-5 1.Write about the views in 
androids 

Ğ Lecture 
   Programs 
implementation 

 

16 intents & intent filters, android CO-5 1.Define filter and various filters 
in androids 

Ğ Lecture 
Programs 
implementation 

 

17 api levels launching emulator editing 

emulator settings emulator shortcuts 

log cat usage, Applications of Android. 

 

CO-5 1.Differentiate between simulator 
and emulator and explain the 
applications of Android. 

Ğ Lecture 
Demonstration 

 

18  Mid -Test 2 CO-3,CO-4, 
CO-5. 

1.Explain about requirements and 
design goals in windows 
2. Write down the description 
about the Windows system 
components. 
3. a)write about worker threads.  
    b)Briefly explain kernel event 
tracing. 
4. what is android and explain 
basic building blocks. 
5.a)Explain intents  with small 
example.  
  b)write about applications of 
android OS. 

  

19/20  END EXAM     

 
 


